A Strategic Portfolio Focus
on
ldentity Risk & Governance

‘I may not get hacked but | know I will be audited!”

©NE IDENTITY



IAM Risk Framework

Provide a comprehensive
view of real-time risk across
various IAM processes

and identity lifecycle.

Enable continuous and
adaptive assessment

of risk and trust for
dynamic governance and
security.
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IAM Risk Framework

One Identity today...

Primarily focused on user administration, and
governance

Based on static data and not real-time.
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Today we have...

1. Products that help to surface or discover risk
2. Products that can consume risk

3. Some analytics that enables real-time decision making

‘ Our goal will be to align the portfolio, and One Identity,
around the umbrella of risk and governance.
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IAM Risk Framework

One Identity tomorrow...

An architected solution
with hybrid/on-prem
connectivity.

Focused on risk & governance.

Providing dynamic & real-time
feedback.
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Starling Hybrid
Subscription
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Available

Now!

Coming
Soon!

One Identity

On-prem Products

Join on-prem products to Starling ()

One ldentity
Hybrid Subscription

Cloud-delivered functionality

Active Roles 7.3
Safeguard 2.2
Password Manager 5.8

Cloud Access Manager 8.1.4
Identity Manager 8.1
Authentication Services 4.2

Future...

Coming
Soon!

o Starling Two-Factor
(77l Authentication

Starling Identity Analytics
& Risk Intelligence

Robotic Process Automation
(RPA)

Access Certification

Future...

“

-

. Cloud-delivered functionality for on-prem products

Available

Now!

Coming
Soon!

One ldentity
Starling Solutions

Q

Standalone solutions

Starling Two-Factor
Authentication*

Starling Identity Analytics
& Risk Intelligence*

Starling Connect

Access Certification™*
Access Request
Provisioning/fulfillment
Future...

%k Sell stand alone product when customer wants to
use for a non-One Identity product j

J
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Privilege Account
Governance Module
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@NE IDENTITY Oneldentity Manager earch Q - & @

M Request  Atteststion  Compliance  Responsibi L3 Settings

Request

Recipients © abello, Audrey (AUDREYABE) ‘

Find a service item Product or tag name Q

- - @
Access Lifecycle Active Directory groups Privileged access requests Safeguard User groups.

@©NE IDENTITY OneIdentity Manager Q 4 = a @
A Request Attestation Compliance  Responsibilities L3 Settings

Request

Service itemsin the category: | Privileged access requests ¥ | [N nE P Bookmarkthis page
View Settings v [0 Include child categories

5 Product ¥ Service category Y Request

Password release request Privileged access requests

(5]

3sonba. osee]s promssed [ 1NpOld A

o Remote Desktop session request. Privileged access requests m
5] &) s5H session request Privileged access requests
3resultis)
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Account to access

Currently assigned safeguardl
Table

PAM asset account
View Settings v

PAM asset account Y

1 OnelM

(3] safeguardl Remote Desktop session request - Abello, Audrey (AUDREYABE)
PAM user sccount [Audrey Abelio (udreyave)
5 safeguard2 Object to access

[sewoviam.cor windows 10

Reason

Ordered by One Identity Manager

Account to access

[onem

Comment. I need the access to restart our ticket system.

= T

Validfrom %

Checkout Duration

3 result(s)




@NE IDENTITY One Identity Manage

ﬁ Request  Attestation  Compliance  Responsibilities

- a @

{3} Seftings
@ Edit attestation policy
Master data Statistics
Attestation policy | Attestation of privileged access for UNIX assets
Attestation pracedure | | Attestation of privileged access |
Approvalpolicy | Attestation of privileged access v |
Calculstion schedule © | Vonthly v |
Compliance frameworks | Predefined Recertification Framework
O pisabled
¥/ Close obsolete tasks automatically
Description
4
(5 approval by multi-factor authentication
Object selection
Specify at least one condition to select objects to be attested.
 Allconditions have to be met, @ At least one condition hasto be met.
View Settings +
Condition type Condition value Matching objects Actions
Specific PAM assets iams10.iam.corp (Ubuntu 16.04 LTS x36_64), iams12.iam.corp (Ubuntu 16.04 LTS x86_84) 38 A
PAM user accounts mapped to specific employees Abello, Audrey (AUDREYABE) 4 Q ﬂ
Specific PAM asset accounts OnelM 1 7z @
Specific PAM directories IAM.corp (Microsoft Active Directory) 6 (7 A
Specific PAM user accounts Lola Hately (LolaHat) o Q a
Number of objects matchi 58 G
5 resultis)
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