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NHTepBbIO O BHeapeHusax 1IM B 2019

9 Wnna abanos
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FoCyApCTBE ot TExrmree Ot
YrREDTHTET NO CHeUMANHOCTI

Bnasncres AMa3os, DyXOSOSHTE D OTIERS CONDOSOMIerME
ISOONMIAICHHE TEXNCAVIN KOMIImIne LAMOdS GrowD, Daccnssas Ant-
Malware.ru 0F 0NNTE FaSODS it BMeIDOwR [ON-CCTeMM 8
BocTDODECTYIIEN DHTERNEDE, 3 TICKE DAYRSOUYY, KK DN ITOM YSanoCs
POENHTD SDDOTHEHOCTY POBOTH HT-DENE0TINENTS, COXDANTY
FERICTE 8 MOCTEONICE NDEE SOCTYNE It BOINOIMECTIC COMOCTORTOMMNGG »
BoCTpoR S00850TIM CHCTENS B yEAOEIEAX NOCTORMING MErGXISACE COBN.

€ 2014 roga nat mavann sneapeime IdM-cncresme. Nowesty

£

Tanas OAHMOCTS?

BLA. H2 TOT MOMET COMNINMA RSN NDOXCINTY Bueuti By SeT A0a
Toro, WToSel NPABSEXSTE CHLACTES WNBECTOPOS, W ANA TOFD, WTobe
COSTRETCTRONITY MyStunomin 1 By TREwu CTI=ZApT 0, B pesyaTate
STICO BYAATE Mok mEURN NWCALS0SITE KASCOT-eOe MaTPvL ITGL. ne
PEATMIIIM MOV TReGOsIrd mam w0 Beino ofecnewm
KOPDEXTHYIO Basvy SOSTYND. CTPOrO rOB00R, 356CH WeeeTts 8 Buay

B
Wnesa Wabanos o
Nporanocosane: 13

Meepesio  Kopnopausm  One Identity  One Identity Manager — Cwcrems: ynpasnenns socrynom (IdM/TAM)

Boecnss Coneritk, DYKOSOANTENs 0TASNS MHAOPMELIAGHHOMH
BesonscHocTy Banks «JeneTaKpequTs, N1oapofHO DSCCKS3ET O MPOUSCCs
seiBops IDM-CHCTEME! M TOHKOCTAX € BHEADEHMA, 3 TAKME NOASTHACA
PEHOMEHASUMAMH ANA TEX, KTO COGHPIETCA EHEOPATE NOAOGHYIC CHETEMY.

Mpoexr banka «Jenstakpegur» no BHERPEHNHD CHCTEMBL
YNPaBneHHA YYETHLIMKW 3aNMCAMK W NpasaMM aoctyna — IDM
3aHAN B 3TOM rofly BTOpoe MecTo B npeMuu «Lindposan
nMpaMupa*» B HOMWHAUMK «Digital-Tpancdopmayma roga».
XoTenock Gbl y3HaTh, NOYEMY 3TOT NPOEKT NONYYHN TAKOE
npuiHaHue?

B. C.: B BaHxe «/lensTaKpeawTs eCTo TPEXNETHAR CTPETEMUA PassuTus
Bcecnas Conennk urboprMaumMorHolt Besonackocty ¢ 2016-2018 rr. Maea 3ol cTpaTeriy —

PyxosomTens Otaena nepesecTy BCe GaHKu rpynnel Societe Generale, B KOTOPYID BX0AMT BaHK

nrbopMaLorHoi GesonacHocTr BaHKa
«[encTakpeants. MMeeT npodwncHoe
Bbiclwes ofpasoBaHue W 9 neT

«feneTalpeauT=, 8 70 CTpaHax MHPa K EAUHOMY YDOBHID SPENOCTH B
OTHOWEHKN MHPOPMBLMOHHOIH BesonacHocTH. NS HAC 3TO BOSMONHOCTE
B3ATE NY4LWWME MUPOBLIE MPAKTHKM M TPAMOTHO B5ICTPOMTS MPOLECCE

WHOPMALMOHHON Ge30MacHoCTM B OTAENEHO B3ATOM DaHke.
PYKOBOAAWEND M KCMEPTHOr ONbTa &

MHTepERD Kopnopauws One Identity

>

AmMuTpuia CTypoB

OKoHYMN AKagemMuto deaspancHon
cny#be BesonacHocTi PO, MHMEHED
No CNEUMansHOCTH «BeluucnuTensHsIe
MELUMHE, KOMMIEKCE], CUCTEMBI M

CETU=

One Identity Manager  Cucremel ynpasnesna goctynom (IdM/IAM)

HCNoMHHTENEHEIR AHPEKTOD, HIYSALHHK YTIDSENEHHS HHHOPMELMORHON
GesonacHocTH BanKa «PeHeccaHc KpeauTs JMUTpuit CTYDOB, paccikasan
wuTaTENAM Anti-Malware.ru o ToM, K3KMe MAoAE MDMHECAD BHEIDERHE
DOASE0H MOAENH AOCTYNSE M K3K B NDOUECCE EHEADSHHA DSEHESIHCE
OTHOWEHHA BHSHEC-NOAPaZASASHMI cO CAYWBOH MHBOPMALMOHHOH
GesonacHocTH.

Kakwe 3HauMMbIe NpoexTsl B 0bnactk vHdopMaymoHHOH

Be3onacHOCTH 38 NoCNegHWe ABa roga p b B
Banke?

. C.: Hawbonee SHaYMMEIN NPOEKT, KOTOPEIA ¥ HAC MAET NOCAEOHWE 5
NET, — 3TO CO3AAHWE PONEBOH MONENM AOCTYNE. Koraa Mkl TOMbKO
SEMYCKaNW SToT NPoeKT, GEU1o0 MHOMD PA3HEIX AKTWEHOCTER, NOTOM WX
KOIMHECTEO ECTECTEEHHEIM 0OPEIOM CTAN0 YMEHBWATECS, NOTOMY YTO TO,
4TO B6IN0 PEANWS0BEH0, YXOOWNC B 3ETOMATH3ALIMIO, M HALLK CHIbI YIKE HE
Tpebosanuce. HanpuMep, To, YTO CBASEHO C PASMMHYHEIMKA BYaMTamMK,
KOTOPbIE MEl NPOX0AMAW NO TPeDOBaHUIC PYKOBOACTEE M BHELWHMX
MapTHEPOE.

NHTepBbio ¢ ONbron 3bIrMHOMN,
BunanH KasaxcrtaH
Hos6pb 2019

mHancoBoi# chepe 8 obnactu

Ha moi 83rnsa, 5 nHdoprawmonHoi HE30NacHoCcTH ecTs TpM
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Cratbm O NnpoayKTax

0630p One Identity Manager 7.1. YacTb 1

Anekcaugp Xouun
0Gopesatent Anti-Malware.ru

Mporonecasano: 57

0O630pet  Ceprvdwcauna  Kopriopauww  One Identity — One Identity Manager

B cTaTbe PaccMaTPHEARTCH CHCTEMA ynpaBneHia
MAEHTUGIKELMOHHEIMA AAHHEIMH 1 A0CTYMIOM KOMMaH A One

[ —————— Identity — One Identity Manager sepcnv 7.1.2 (aata

P— Bbinycka — CenTAGPL 2017). Haw 0620p GyAeT COCTOATS M3
HECKONBKNX UCTEl. B NEPBOii YaCTH MBI PACCMOTPHM
VCTOPUKD POAYKT 11 €70 BYHKLMOHANDHBIE BO3HOXHOCTH, 3
TAIKE OTPAZUM OCHOBHBIE MOMEHTBI 110 YNDAENEH IO
YUETHbIMM AAHHBIMK COTPYARWKOE U X MPABaMK AOCTYNa.

TSRS CepTudpmkat AM Test Lab
(I Hovep ceprugukara: 203
[lata seigaun: 09.11.2017

ISR  crox acficraus: 09.11.2022

ViHTerpauus One Identity Manager ¢ SAP R/3 1 pazgeneHue
MOHOMOUMIA

AnexcaHap MNaHaceHko
TnaeHbLIiA peaakTop Anti-Malware.ru

Mporenccosanc: 37

Mpaktvka Cnocobsl  Kopnopauwk One Identity  One Identity Manager

3Ta CTaTha NPOAONKAET UMKN NYBAMKAUMA 0 cUCTeMe
YNPaBNeHns WABHTUOUKALUMOHHBIMA A3HHSIMU U JOCTYNOM
One Identity Manager, B Hell AeTanbHO PaccMOTPeHbI
BOZMOXHOCTH One Identity Manager no UHTerpauUmM c
cHcTeMoi SAP R/3, WKPOKO UCNONbIYeMON Ha POCCMACKOM W
MUPOBOM PhIHKE, W BYHKUMOHANbHOCTS DasAenaHus
nonHoMouui (Segregation of Duties).

0O6zopkl

0630p One Identity Manager 8.0. YacTb 2

AnexcaHap XoHWH
0603 b Anti-Malware.ru

Nporonocosanc: 105

CepTudMkauma  Koprnopauuu  One Identity One Identity Manager

B HoAGpe 2017 roaa Bbilina HosaA sepcua One Identity
Manager — 8.0. B 3To# yacTi obzopa (paxes 4acTe 1) Mbl
norogcpnt of 3pXUTEKTYDPE PELUSHMA, CPEae HACTPOMKK 1
pazpaboTki KOHHEKTOPOS W CPEACTBAX HACTPORKM CHCTEMbI
B UenoM. B cneayiolux Jactsx Mol Byaem noapobro
PazbupaTs UIMEHEHWA W JOMONHEHWA B HOBOH BEpCuK, a
TAKKE 0T/AENbHbIE BOIMOKHOCTA NPOAYKT — CNeanTe 3a
0BGHOBNEHMAMY Ha caiiTe.

0630p One Identity Active Roles. YacTb 1

0Bzops!

Anekcangp lNaHaceHKo
rnaeHbid peaakTop Anti-Malware.ru

Nporonocosano: 38

CepTudukaunsa  Kopnopauum One Identity Active Roles

Active Roles koMnanwk One Identity — 3To nnaTtdopma 4ns
3hHEKTUBHOTO YNPABNEHWUA YUBTHBIMU 3aNUCAMM Active
Directory 1 npaeaMi A0CTYMNA B CBA3AHHLIX © HWAM CEPBUCAX
Komnanmu Microsoft, Taknx kak Exchange, Skype for
Business, SharePoint, sBknwuas nx obnauxble Bepcun —
Azure Active Directory v Office 365. Active Roles moxer
GBITe MCNONB30BAH B KaYeCTBE Nerkoi nnatdopmel IDM/IGA
ANA YNPABNEHNA MISHTHPMKALMOHHBIMK ASHHbIMK
nonbaceaTensgil B KOMNAHKMAX CPEOHEro pasMepa.
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O6yueHne nH>xeHepoB

O6y4yeHune no BHeapeHuto IC. Anpenb 2018 - 8 nH>XeHepoB
O6y4yeHune no BHeapeHuto IC. OkTabpb 2018 — 7 nHXeHepoB

Advanced TpeHWUHr AJ1s OonbITHbIX UHXeHepoB. Hosabpb 2018 - 17

MHXXEHEPOB 5 8

O6yyeHune no BHeapeHuto IC. NtoHb 2019 - 8 nHXXeHepoB

O6yueHune no BHeapeHuto IC. CeHTa6pb 2019 - 11 MHXeHepoB

Web designer 1IM training. Okta6pb 2019 - 7 nHXxXeHepoB




dyT60, NO cpegam

One Identity npurnawaet Ha
perynsipHble TPeHUPOBKU MO
dyTbony B Kpyry konner u3s Nb-
oTpacnun. YpoBeHb
nobutenbcknin. Nrpaem B
dopmaTte 5x5

Mbl nrpaem no cpegam ¢ 19:30
00 21:00. ®yT60MbHBLIN MaHEX B
no agpecy yn. JIeETHaa ynmua,
99Ac4

M. TywmnHckasa, m.CnapTak.

EcTb 6ecnnatHasg napkoBKa.




CeMmuHap 3aka3uukoB 1IM - nepBasa Hepena peBpans
2020

[naHbl N0 pa3BUTUIO NPOAYKTaA
O6MeH onbITOM cpeaun nonb3oBaTtenen 1IM

MpumepHO 40 yenosek
ObyueHune ans onbITHbIX UHXEHEePOB 4 AHS
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Identity Governance and

Administration

EavHaga nnatdopma ans apPeKTUBHOro
ynpaBfieHns Yy4eTHbIMU 3aNncsamMum B
paMKax BCcer MHPpPaCTPYKTYypbl.

AD-centered IAM

YcuneHus ypoBHS obecnevyeHmns
6e3onacHoctn AD, a Takxe
paclwmpeHne BO3MOXXHOCTEN
ynpaBneHuns Ha rmbpuaHbie
MHPPACTPYKTYpPbI N *nix

Identity SaaS

\62“"“y co"e’afio'f

Enterprise

AD Account
Management

Privileged Access

Management

YnpaBneHve NnpuBunermpoBaHHbIM
AOCTYMOM.

MoBblWweHne ypoBHS 6€30MacHOCTU U
obecneyeHune cooTBeTCTBUA TPpebOBAHMAM.

Identity SaaS

ObecneyeHne XN3HEHHOro UMKna
ynpaBNEeHNS YYETHbIMU 3aNUCAMU U
AOCTYNOM: 3anpoc n ceptudunkaums
noctyna, MFA, nHTterpaumus c
BHELWHMMN CUCTEMAMMU.

(GNE IDENTITY"




One Identity Safeguard

CeTeBble YCTPOMUCTBA Ba3bl AaHHbIX EE OnepaumoHHbIE CUCTEMbI
MpunnoxeHnst B CO6CTBEHHOM
O6n1ayHble NpUNoXeHus
MHPACTPYKTYype

Safeguard for Safeguard for Safeguard for
Privileged Privileged Privileged
Passwords Sessions Analytics

— W
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KonunuyecrBeo 3aka3umnkoB One Identity Safeguard

OTtpacnb

PunHaHCHI
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