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Real-time, On-demand, All online,
DIY, Social (ROADS)

Source: Huawei Ml

User interconnection

.

OnepayMoHHan
3P PeKTUBHOCTb

30% 40x
higher efficiency better quality

Source: BCG 2016

Machine interconnection

Bsaumop,eiflcrsue co3paaeTt UeEHHOCTb

NEWICT

MocTtpoeHue HoBOM
9KOCUCTEMDbI

3.7%
growth in GDP as a result of digital

transformation
Source: Accenture 2016 (China)

Service interconnection
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3aKpbiBaA NponacTb MeXay 6U3Hecom U ceTbio

Software-defined
networking (SDN)

ONVHHBIN NYTb

L i —— ' ' . HUAWEI



.

IDN 06bepguHaeT 6usHec n cetb, genaa 6usHec YMHbIm

® ® DN

Intent-Driven Network
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Huawei Intent-Driven Network — knro4yeBble MOMEHTbI

Huawei IDN

IDN

Intent-Driven Network

caman [poctana B UHAYCTPUMN kouseprenTHas ceTb

30+ access modes, unified service support, OT & IT network convergence

Wi-Fi Switch Router WDM Microwave PON Security

Camas [1POABUHYTAA asromatusayms

Centrally enables networks based on business intent

pus
Camasa OTKPDbITAA ceresas apxuteKktypa

Open architecture + Open API + Standard protocols

NEWICT
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CloudFabric

IDN

Intent-Driven Network
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SD-WAN ;
SD-vin) @ Network
- security

SDSec
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IDN ana CloudCampus:

NEWICT

AfanTtauma Nonb30BaTeNbCKOro YPOBHA U AOCTUNKEHME BU3YA/IM3UPOBAHHDIX,
npeacKasyemblX 1 yrpaBAsieMbIX BO3AENCTBUN A1 KaXKA0ro Nno/sib30BaTe s B KaXKaoMm

NPUNOKEHUN B KaH(,EI,bIVI MOMEHT

3| = lEl peset ['E‘AAA @ VDM

ositioning
SES BluePath Cloud4Wwi AirWatch
A A
v Open API v
Cloud management Intelligent O&M

« Adile ' Campus
(L ) ConTroLLER ~ Insight
<:> Fault prediction @@

Configuration/Policy 1\ Big Data/Al
automation
Network analysis @

NETCONF/YANG ~ \/ /\  Telemetry

Network virtualization

Virtual office
Virtual I
production Virtual security
All-wireless access network network
A
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High-density Wi-Fi loT & Wi-Fi convergence Enterprise OA
Industry's highest-density Wi-Fi, with ~ Wi-Fi & loT convergence architecture, with  Smart antenna, allowing signals to move with
performance 30% 1 TCO 50%\ users and achieving coverage distance 20% 1

&

QO

5 ®

«)

UHTennekr

*  O&M: fault prediction and analysis based on machine learning
* User experiences: a VIP high-quality campus network built to
guarantee key user services

MNpocToTa

* Management: full lifecycle cloud management
* Deployment: virtual networks and policy deployment automation
* Architecture: Wi-Fi & loT convergence

LUnpokue nonocol

* Industry's first 10G Wi-Fi network
* Industry's first 100G fully programmable modular switch

OTKpbITOCTb

* 150+ APIs
* Easy integration with third-party AAA systems, policy
systems, and LBS systems

be3sonacHocTb

*  MACSec-based end-to-end physical layer security
* Big Data-powered security policy automation

" HUAWEI



1000 HavanbHbIX U cpeaHUX WKon B Maparsae. Cosganune spdekTnBHbIX, "
be3sonacHbIX 06/1a4HbIX YNPABAAEMbIX KAMMYCHbIX ceTen |

L

(IS EENE

e
Mpobnembl [HocTunxeHuna

» The average budget for each school is less than USS

11,000,which requires CAPEX reduction.
* The schools don’t have enough money to pay for a professional

O&M team.
* The Ministry of Education requires networks to filter out Reduction in number Reduction Threat

o improper information. - L : — of new APs in OPEX detection Rate
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IDN ans CloudFabric:

NEWICT

OpUEeHTUPOBAHHbIE HA MPUJIOXKEHMUSA, YNIPAaBAEHME BCEM TPaPUKOM, MPOAKTUBHOE

ynpaB/ieHNEe pUcKkamm

Controller  Analyzer

&)

W

&
9

UHTennekr

* Pre-event: Inband Telemetry is used to implement real-time
assessment, avoiding global faults.

* During-event: Al-powered analytics enables network fault
detection in seconds.

* After-event: Applications and networks are intelligently associated,
achieving minute-level fault locating and repairs.

MNMpocToTa
* Architecture: hybrid cloud; unified architecture for multiple
clouds

* Deployment: drag-and-drop; network automation; service
deployment in minutes

LUupoBasa nonoca
* Industry's first high-density 400G line card

* Superfast, lossless Al-powered Ethernet network

OTKpbITOCTb

Pre-integration with 20+ cloud platforms/container platforms

Bbe3onacHOCTb

VM-level micro-segmentation

" HUAWEI
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Open-source, Open APls ObecneyeHne bbiCTporo B3aMMOAENCTBUA C
0b6n1a4YHbIMM NAaTGOPMaMUN N pa3BePTbIBAHUE CAYKO 32 MUHYTDI

[\ g
s== 360 million online banking users
| /4

@ eChannel as part of daily
lives

Fast innovation on
financial services

Fast responding to customer
needs and accelerating
product updates/go-to-market
(months -> days)

Mpobaembi

*  The cloud platform on the live network failed to collaborate
with network devices. As a result, new service rollouts were
time-consuming, taking more than 1 month.

* Different types of servers for the same service were located
within the same subnet, without any secure isolation measures.
This failed to meet the requirements of classified protection.

NEWICT

NocTuxKeHus

* Openness for easy interconnection: The Agile
Controller provides open APIs to interconnect
with the cloud platform and automate service
rollouts.

Minute-level
service rollouts

Micro-segmentation allows isolation
configurations at any mode (such as VM name,
0S, MAC, and discrete IP).

2->3
network-wide
security levels
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IDN gna SD-WAN:
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rapaHTMpOBaHHaFI BO3MO)-KHOCTb I'IO,EI,K!'II-O‘-IGHMFI I'IpMI'IO)KeHMM N MaKCUMaJIbHAA

3 PEKTUBHOCTb CBA3U

VAS store

Self-service portal BSS/0SS

Fault prediction and

backtracking
¢4 W
Controller Analyzer L
¥ Application and
network status
Policy execution insight
[ Office 365
Branch 1 % 0 . - .Public cloud
@ Internet VCPE
e deadl) Private cloud
Video... rivate clou
Branch 25 @ So—; MPLS VCPE
VW _wWoC / ucpE LTE =)
2 -
Gateway
=

@:} NUHTennekr

* Al-powered fault prediction, fault backtracking in minutes
* Application-level intelligent routing for optimized experiences
and bandwidth

<
N7 MNMpocroTa

* Device plug-and-play; automatic orchestration of VAS chains
* Interconnection between full series of high-performance CPEs in
all scenarios

E OTKpbITOCTb

* Open uCPEs (X86 & ARM®64) supporting 10+ mainstream VASs
* Easy deployments on multiple public clouds, such as those from
Microsoft, Amazon, and Huawei

Bbe3onacHoOCTb

* Flexible association between uCPEs and Huawei or third-party vFWs
* Encrypted transmission of services through IPSec; end-to-end secure
isolation

" HUAWEI



B
NEWICT

CoszaHne WAN ceTv ¢ 3aaep»kKoii B 100 mc Ha 6a3e Huawei ¢
ONTUMMU3NPOBAHHBIMM BO3MOMXKHOCTAMM MOAKAOYEHUA NPUNOKEHNI

Mpobnembi AdocTtnkeHma
i S(I)cz/bal 1000+ branches, with annual bandwidth costs increased by Bandwidth costs Application experiences VAS rollouts O&M costs
(o]

. Bandwidth cor.1flicts for 600+ e.1pplications; poor experiences with 20% l 10X t 30 minutes 80% l

cloud applications such as Office365
* Traditional WAN optimization controller (WOC), time-consuming A mix of MPLS and Internet AR1000V cloud gateway Riverbed vVWOC, F5 Proxy, 45+ reports based on

security device deployment (> 3 months) links increases the bandwidth collaborates with the and other VASs are quickly  applications, links, sites,

utilization from 60% to 90%.  Microsoft cloud to optimize rolled out. and users; fault prediction

* No visibility to applications; difficult fault locating e
cloud application access.
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IDN ana SDSec:

NEWICT

CnTyauMoOHHanA ocBeAOM/IEHHOCTb O ceTeBOM He30MacHOCTM, aKTUBHAA 3aliuTe Ha 6a3e Al

& @

=4

Analyzer SDSec Controller
-

: Disposal
Detection % y ¢

Executor

Branch network
S &2 = <----- > GE W Ok

Campus network DCN

UHTenneKr
@;}' * Al-powered awareness of advanced threats and

security policy O&M

* Al-powered synergy network security defense

MpocTtoTa
* Security services that can be obtained on demand
* Configuration automation; on-demand policy
orchestration

@ LLinpokas nonoca

* All-in-one gateway that integrates LAN,

WAN, and security functionalities

* 128 VM, 2.5T vFWs

* Clustering of 16 firewalls
E OTKpbITOCTb
* Adaptation to 6+ mainstream cloud platforms

* Huawei security alliances

" HUAWEI



Huawei nomoraet n3BecTHOMY KOMMEPUYECKOMY BaHKY CNpPaBMTbCA C

NEWICT

PUCKaMK 6e30NacHOCTM 33 CYET YAYULLIEHUN UHTENNEKTA

* Network-wide probes across HQ and branches,

* Big Data-capable CIS platforrm for security analytics

A
¥ Huawel

wn

‘‘‘‘‘‘

CnoxXHoctu

Key information theft: leakages of user names, passwords, and bank cards
Terminal hosts penetrated: Extranet access of zombie hosts in branches
Emails infected with viruses: 19 malicious emails found in 2 weeks

1~

==l

situational awareness of security, -

AocTnxkeHus

Proactive threat detection and network-wide united action based on intelligence
enhancements

* Early threat discovery: 2 weeks -> 2 hours
* 20% more advanced threats found; prevention from asset losses of up to 40%

* First-month findings since its debut: 8 first-of-their-kind advanced malwares, 9
servers controlled by hackers, 34 viruses for which no alarm is reported

. 0,
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IDN pna AgileWAN:
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Co3paHue scex cueHapues WAN-nogkntoueHmA

o &

Network Application Tool
service

Open API

Suggestions

Q&

& - @

g 0

Controller g 24 Anghger
Management Viaweik
information l-
Configuration Telemetry for
delivery information collection

Physical and virtual networks
) ) S @

EW e s

Ele8e

@E}' UHTennekr

* Al-like second-level network fault detection and self-healing
* Proactive network optimization and traffic prediction based on real-

time data collection, detection, and SLA

MpocTtoTa
B

* Soft and hard pipe network architecture simplifies the network and
reduces TCO by 40%.
* SDN-based minute-level service deployment and delivery contribute to

business innovations.

@ LLinpokasa nonoca

* Industry's first 4T line card with a high level of integration

* Industry's first 400GE interface

be3onacHOCTb M HAAEXHOCTb

* Three-level (chip-, device-, and network-level) security assurance achieves high
reliability of 99.999%.

* Hardware BFD (with detection packets sent at intervals of 3.3 ms) and 10+

switchover technologies enable the network to run reliably.

" HUAWEI



Nomouub EPM B Konymbum npu co3gaHnm BbICOKOHAAEKHOA

UHTENNEKTYAl bHOU CETN

NEWICT

Cno)xHoctu

Aged network; an urgent need to migrate SCADA and
relay protection services to an IP network

Coexistence of dual networks, resulting in high operating
costs

Many PCM devices; no unified management system for
devices from multiple vendors

1~

Multiple networks are E2E unified management

integrated into one, increases O&M efficiency by
reducing TCO by 40%. 30%.

Mission-critical services are
reliably carried on an IP
network.
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Intent-Driven Network
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IOMEHHbIN, UHTENNEKTYa/IbHbIN MUP

Ysrrasizic [IPOCTOTa = lllnpokas nosoca OTKpbITOCTb U
reshapes user.experiences, enables service agility. = keeps network advantages. 6e30nacHoOCTb

ushers in a win-win ecosystem.

Security "
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