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IBM Blockchain

UTO Takoe bnok4yenH



Brnok4yenH — TexHoorna pacnpeneneHHbIX peecTpoB

TexHosnoz2usi co30aHusi pacripedesieHHbIX peecmpos, no3eoJisiroujasi
JIIo60My yHacmHUKYy KOMMep4YeCcKoll cemu audemb 8CH cucmemy
yyema




NMpobnema GunsHec-ceTemn...

3anucu
yyYyacTHuKa CucTema
3anucu yyeTa
y4yaCTHUKa BaHka

A

Cuctema Cuctema Cuctema
CTpaxoBoWu " | yyeTa yyeTa
KOMnaHnu perynaTtopa ayauTopa

... HEAMPEKTUBHO, OOPOro, YA3BMMO



O6wuun pacnpeneneHHbIN peecTp € yrnpaBrieHUeM AOCTYNOM

3anuvcu
y4yacTHUKa
3anucu Cuctema
y4yacCTHUKa y4eta
A OaHka
Cuctema " Cucrtema Cuctema
CTpaxoBou yJyeTa y4yeTa
KOMMaHUn perynatopa ayguTopa

... C KOHCEHCYCOM, OOCTOBEPHOCTLIKO NMPOUCXOXKOEHNA
HEN3MEHHOCTbKO, OKOHYATEJ1IbHOCTbIO
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OTKpbITble U 3aKpbITble BIIOKYENHBI

OTKpbITbIEe GIOKYENHDI 3aKpbITble 6FIOKYeNHbI

» Hanpumep, Bitcoin * Hanpuwmep, Hyperledger Fabric

*  YYyacTHUKM U3BECTHHI,
HO TpaH3aKLMM 3aCEKPEYEHbI

« TpaH3aKkuuu BUOHbI BCEM
y4YyacTHMKaMm

« CrnoxHo ngeHtTnuumposaTtb
Yy4aCTHUKOB

v/ HekoTopble cueHapumn TpebyoT aHOHUMMHOCTb, APYrne — 3aKpbITOCTb.
— HekoTopble moryT coBmelLatb B cebe aTn TpeboBaHMs B 3aBUCMMOCTU OT YHaCTHUKOB
v/ K 6onblnHCTBY BM3Hec-cueHapmneB BonblLue NOXOANT NCNOSTb30BaHME 3aKpbITOro 6rok4enHa.
= YYacCTHUKKN 3HAIOT, C KEM OHWN NPOBOAAT TPaH3aKUMN
— Kak npaBuno, TpaH3akunn KoHUAeHUMAaNnbHbl MEXAY BOBIEYEHHLIMW yY4aCTHUKaMMU
= YyacTue B CUCTEME KOHTPOSMpPYETCS



IBM Blockchain

IBM n bnokyenH



Pa3Butnga tTembl 0riok4yenH B IBM

NccnepoBanue: Alibaba n IBM nngupyror no
KoJinyecTtBy 6,10K4eNH-NAaTEHTOB

% HOBOCTK 03.09.2018

Aug 2017
AHoHc IBM Blockchain Platform

Jul 2017
Penuns Hyperledger Fabric v1.0

Feb 2017
3anyck «early program» ans Hyperledger Composer B IBM labs

Dec 2016
Yuncno 6nokyenH-npoektoB IBM gocturaet 400

Jun 2016
IBM oTkpbIBaeT nepsble 6riokyerH-rapaxu ansa knveHtoB. Penu3 HyperLedger Fabric 0.6.

Feb 2016
IBM cTtaHoBUTCA 0gHUM 13 ocHoBaTenen npoekta HyperLedger B pamkax Linux Foundation. Nepenaya koga n
npaB UHTENNEKTyanbHOM COGCTBEHHOCTN.

Aug 2015
MepBbin NnpoToTmn 6rnok4erH TexHonornn ang enterprise (Open Blockchain). MNepBble NPOeKTbl C KNMeHTamu. ’



Ctpaterusi pa3sutus IBM Blockchain

Pa3paboTka cuctemMm Ans KOHKPETHbIX DU3HeC-cueHapueB Ha BrIOKYENH C LENbLO
pasBepTbiBaHUS Kak "active" 6riok4enH-ceTu.

S

Services

B3sanmopgenctsue ¢
CEPBUCHBIMU
KoMaHgamun ans
peanunsauum ngen ot
NpOTOTUMNOB 4O
cTagumn BHeApeHUs

N

@ Ecosystem

CosgaHune pasHoobpa3HON SKOCUCTEMbI AN Pa3BUTUSA
cTpaTern4yecknx NapTHEPCTB U CO30aHNUS KOHKYPEHTHOIO
npenmyLLiecTBa

55 Solutions

PelueHne BaXkHbIX MHAYCTpUanbHbIX Npobnem 3a cyet
C030aHNA HOBbIX BU3HEC-CETEN N NPUNOXEHN

& Platf
NS atform

Pa3paboTka, ynpaBneHue n nogaepxka enterprise
OroK4enH ceten ¢ HeobxoanMbIM YPOBHEM
Npon3BOANTENBHOCTU U Be3onacHoOCTU

(7 HYPERLEDGER

Kak ocHoBaTenb 1 npemMmbep-y4actHuk Hyperledger
IBM akTuBHO pa3BMBaeT open-source ctaHgapThl U Moaenu
ynpasneHus




IBM Blockchain

bbiCcTpbI cTapT Ha bnok4yeunH
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IBM nomoraet Ha4aTb paboTty ¢ Blockchain

v O6yuyeHue B Yye6HOM LeHTpe IBM / | \
5 Presentation
— Kypc «OcHOBbI TEXHONMOrMN BNoKYenH» - 2 aHA Layer
— Kypc «OcHoBbl pa3paboTkm Ha briok4yenH» — 2 aHs Business
v TMomolub B noarotoske cpeabl AN HaYana UCNorb30BaHUSA ApEgcztr'O”
TEeXHONormmn y
)
— Co3paHne MakeToB peLleHnin Ans BO3MOXXHOCTM UCMONb30BaHMS Data Layer
B pamMKax nccnenoBaTesibCKMX NPOEKTOB \ Blockchain  Existing SoR/

— YcTaHoBKa 1 6a3oBasi HacTporika NporpaMMHoO-anmnapaTHoOro

KoMnnekca ang 3anycka Heo6xogMMbIX KOMMNOHEHTOB PeLLUEHUS
Ha Blockchain

— OnpeaeneHue n Bbibop KoMmnoHeHToB Blockchain ans
peanunsaumn peLleHuns

— YCTaHOBKa N HAacTPoKrKa TEXHONOIMMYECKMUX KOMMOHEHTOB
peweHuns Ha Blockchain

— [Mouck noTeHumarnbHbIX 6a30BbIX CLIEHAPUEB C Lienbto ObICTPO
peanusaLun NpocToro npoToTuna




IBM Blockchain

Ycnyru Ou3HecC KoHcanTuHra



Ycnyru 6u3Hec KoHcanTuHra

v Ctparterusa agantaumm Blockchain

— OueHKka BO3MOXXHOCTU NpumMeHeHust TexHonornmn Blockchain
Ans TpaHcopMaunmn B3anMO4eNCTBUS y4acTHUKOB BusHec
coobLlecTBa

— OTpacneBas akcnepTnsa — aHanu3 pbIHOYHbLIX YCIOBUNA,
NnaHUpoBaHMe PENHXUHUPUHTA OM3HEC-NPOLECCOB,
pa3paboTka HOBbIX BM3HEC Moaenen

— PaspaboTka cTparernn TpaHcdopmMauum npoLeccoB ¢
npumMeHeHnem TexHonornun Blockchain

v TpoekTupoBaHue peweHunsa Ha Blockchain

— [lonck cueHapus U oueHKa BbIMOSIHUMOCTUN JAHHOMO
cueHapusa ¢ UCrnonb30BaHNEM TEXHOMNOMMU
Blockchain

— BbINnonHeHne cKBO3HOIO NPOEKTUPOBAHUS
peLLeHns.

— PaspaboTka TEXHONOrM4YecKnx NPOTOTUMNOB
peLleHuin

v Paspabotka peweHus Ha Blockchain 1



CueHapumn ncnornb3oBaHna bnokyenH

IBM Blockchain



[MpMepbl peann3oBaHHbIX NMPOEKTOB B pa3HbIX OTpaCcnsAX

ToproBoe huHaHCMpoBaHue ToproBbie onepauum MoKpbITHe CNOXHbLIX PUCKOB
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Walmart

Llenb npoekTa: Yny4dweHue cnocoba oTcrnexnBaHus,
TPAHCMOPTUPOBKM 1 peanusaumm NpoaykToB NUTaHUS.

MpeunmyliecTBa OT BHeAPEHUA:

OTcnexnBaHue Lenovek NocTaBkn OT NPOU3BOAMTENSA A0
KOHEYHOro notpeburtens

KoHTponb gocToBEpHOW MHOpMaLMn O NpoayKTe (HoMep
napTum, CPOK rOAHOCTU, MOCTABLUUK CbIpbs U T.4.)

CornacoBaHue UHopMaLmm Mexay BCEMU y4acTHUKaMU Lienu
Npou3BOACTBa U peanuaaumm

PesynbTaTthl BHegpeHus:

HewnameHHas nHcpopmMaums o npoaykTax
CosgaHa HoBasi MOAENb KOHTPONS U ayauTa NpoayKToB

OnTMU3aumsa ynpasneHns npoayKtamm (KOHTPOrb.
CPOKOB roHOCTM, NOANMHHOCTb NPOM3BEAEHHON

NpoayKLmMKn)
OnTMMKM3aUMs LLENOYKM NOCTaBKM
CosgaHve HoBOW Mogenn ayanpoBaHus

MNoBbILLEHNE YPOBHSI KOHTPOIS 32 NPOAYKTAMMU B LUMPOKOW
PO3HUYHOW CETU C BOMbLUMM KONMYECTBOM MarasmHoB.




Maersk

Y10 caenaHo

Pesynbrathbl

3a 18 mecsues, ¢ peanuaaumen NunoTa, nokasaHo , 4to blockchain moxer
NOMOYb NPeoAoNeTb MHOMME pacnpocTpaHeHHble 6apbepbl B Lenn nocTaBok;
BesonacHas oundpoBka, aBTOMaTM3auUmMm N XpaHeHUe BaXXHbIX JOKYMEHTOB
3HaunTenbHoOe cokpalleHne agMUHUCTPATUBHbBIX PACXOA4OB (COCTaBNsanu Ao
15% OT CTOMMOCTU OTIPY>XEHHOro ToBapa);

Toproeasi nnatopma, cosgaHHas IBM n Maersk, Ttectupyetcsa napTHepamu,
ANA CO30aHUSA YMHbIX TOProBbIX NPOLECCOB;

MapTHepsbl: General Motors, Procter and Gamble, Agility Logistics, TaMOXHS
CwuHranypa, TamoxHs Nepy, APM Terminals, PSA International.

CospgaHue coBmecTHoro npeanpustue IBM u Maersk;

PeanunsoBaH 6bICTpbIv, 6e30onacHbIn U 3 (eKTMBHBIN cnocob o6paboTku
npoLEeCccoB JOKYMEHTUPOBAHUS;

OBmeH cobbITUSIMN N JOKYMEHTaMM LLIeNOYKN NOCTaBOK B pearlbHOM BPEMEHM;
YcTpaHeHbl 3agepXKku, CBA3aHHbIe C owmnbkamm B (hnanyeckoM nepemeLLeHmm
AOKYMEHTOB;

OkoHomua o 15% (1,8 TprH $ — CTOMMOCTb MMPOBOK TOPrOBAIN FOA).




HoBoctu

K 6nokuyenH-nnatpopme ot IBM n Maersk
npucoeaAnHUANCHL 94 OpraHusauuu

% HOBOCTW = 09.08.2018

MuH®WH KazaxcTtaHa, IBM n PwC paspabaTbiBatoT
610KYeH anA KOHTPOoA 3a HAC-oTuncneHnamm

Ot katerinafutur - 02.04.2018 Lo I

Wnpacrpykrypa w tenpepel | 02.08.2018 » 11:35

LleHTpobaHk Azepbaiimxana onpenenvncs ¢
noapaauMkamu cozaanus Liudposon cucremsl
WOEHTU(PMKALMKM HA OCHOBe TexHonoruu blockchain




IBM Blockchain

Hyperladger



Hyperledger — aTo bnok4enH-koHcopunym B Linux Foundation

Hyperledger — coobuiectBo oTKpbITOM pa3padbotku (Open source)
OTpacreBbIX NPOEKTOB HA OCHOBE TEXHOMNOIrMN BITOKYENH.

Llenb coobuiecTtBa — o6begmnHeHne ycunum ansa npoaBMmKEHUs1 KPoCc-
oTpacrneBblX 6/TOKYENH TEXHOMOMMN. OTO rnodanbHOE COTPYAHUYECTBO,
opraHmsoBaHHO Linux Foundation, BKMoYaoLWeT NMAepoB 13
domHaHcoB, baHkoBcKkoro gena, IHTepHeta Belen, uenen
NOCTaBLUMKOB, NnponssoguTenen n TexHonorun.”

[MoTeHuman bnok4yenHa "cmpoumeribcmeo HO8020 MNOKOIEHUS
mpaH3aKUUOHHbIX MPUIIOXeHUlU, Komopble ycmaHasnusarom
omHouwleHuUsi doeepusi, noéomyemHocmu U npo3pavyHocmu 8 Ux
A0po npu onmumu3ayuu busHec-rnpoueccos U rnpasosbix
oepaHu4yeHuld."
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Hyperledger — aTo briokyenH-koHcopumym B Linux Foundation
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Llenn Hyperledger

BriokyenH-nnaTopmbI

Co3sfgaHue KoprnopaTMBHbIX pacrnpeaerneHHbIX PeecTpoB C
OTKPbITLIM MCXOAHBLIM KOLOM, a Takxke 6a3bl Ana NpoBeaeHNs
Bu3Hec-TpaH3aKLWN.

lMpepocTtaBneHne OTKPbITON MHPPACTPYKTYPbI, NOAAEPKMBAEMON
TEXHUYECKMM 1 BU3HeC-ynpaBrneHnem.

CospgaHune TexHmyeckoro coobLiecTsa ans pa3pa60TKM MNPOEeKTOB C
NCNONb30BaHWEM TEXHOMNOMMU BITOKYENH.

lNMpocBelweHue

PacnpocTpaHeHne MHpopMaumm 0 pbIHOYHbIX BO3MOXHOCTSIX
TexHonorun 6nok4eriH, npoBegeHne obpasoBaTenbHbIX CECCUN.

Copencteue coobuiecTBy

PasBuTMe coobLLECTBA C UCMONb30BaHMEM MHCTPYMEHTapust Co
MHOMMMU NNaTopMamm ¥ UHCTPYMEHTaMM.
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Hyperledger Modular Umbrella Approach

THE

Infrastructure
l- LINUX

Technical, Legal,
Marketing, Organizational FOUNDATION

Ecosystems that accelerate o -

3 pen Container
open development and Cloud Foundry Node.js Hyperledger Initiative
commercial adoption
Frameworks

Meaningfully differentiated approaches Hyperledger Hyperledger Hyperledger - Hyperledger
to business blockchain frameworks F b . Sawtooth Iroha Indy BuUurrow
developed by a growing community of abric
Hyperledger Hyperledger Hyperledger Hyperledger
Composer Cello Explorer Quilt

communities
Tools

RN

{7/ HYPERLEDGER =

Typically built for one framework, and through
common license and community of communities
approach, ported to other frameworks




[Tookntovaemblie moaynu B Fabric

YnpaBneHue y4eTHbIMM 3aNNCAMMU Kpuntorpacdunyeckum moaynb

' Toakniovaemblii MHTEpdENic, NoaaepKUBAOLLIA + TMoakniouaemas peanuaauyst KpUNTorpaduyecknx

pasfnyHble apXMTEKTYPbl y4eTa Nornb3oBaTeneil. CTaHJapTOB U anropuTMoB 6e3 3MeHeHus koga
v YnpaBneHve naeHTudukaLmeit nmpos v AL

nonb3oBaTenen. + TMopaepxka paboTbl C HECKOMbKUMM

+/ OBecneyeHve paboTbl ¢ cepTudmKaTamu. KpUNTOrpacn4eckMMm MOAYNAMK.

v Peanusauusi no ymonuaHuio HasbiBaetcs Fabric-CA. v Topnepxka MexayHapoAHbIX CTaHAAPTOB.

MopaepxmBaet knactepbl HA, LDAP, HSM.

B[ cocToaHuA KoHceHcyc

v/ [lo ymonyaHuto ncnonblyetcsa LevelDB (gaHHble v/ [lo ymonyaHnutio B Bepcun Hyperledger Fabric 1.0
XpaHATCS B BUAE Nap Kro4/3HavyeHune). NCNOMb3yeTCs anropMTM KOHCEHCYCa, OCHOBAHHbIN Ha
v EcTb noaaepxkka Apache CouchDB, o6naaatoLueii Apache Kafka.
Gonee LWNPOKMMM BO3MOXKHOCTAMM MOUCKA AAHHbIX, v/ ObecneynBaeT 0TKa30yCTONYMBOCTb.
COBMECTMMas C CyLLeCTBYHOLLEN NPOorpaMmMHOMn

v/ He obnagaet ycTtonumBocCTbio K BusaHTumnckom

e e oLunBKe.
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[1naH passutusa Hyperlager Fabric

V1 Alpha

+ Docker images

* Tooling to bootstrap network

» Fabric CA or bring your own

+ Java and Node.js SDKs

» Ordering Services - Solo and
Kafka

+ Endorsement policy

* Level DB and Couch DB

» Block dissemination across
peers via Gossip

Based on https://wiki.hyperledger.org/projects/fabric/roadmap

March 2017

V1GA

Hardening, usability,
serviceability, load, operability
and stress test

Chaincode ACL

Chaincode packaging & LCI
Pluggable crypto

HSM support

Consumability of configuration
Next gen bootstrap tool (config
update)

Config transaction lifecycle
Eventing security

Cross Channel Query

Peer management APIs
Documentation

July 2017

V1.1

Node.js smart contracts
Node.js connection profile
Smart Contract APIs:

» Encryption library

* Txn submitter identity

» Access control (using above)
Performance & Scale

* More orderers at scale

+ Parallel txn validation

* CouchDB indexes
Events

» Per channel vs global

* Block info minimal events
CSR for more secure certs
Serviceability

» Upgrade from 1.0
Technical Preview features

 Private channel data

» Finer grained access control

on channels (beyond orgs)
« ZKP features (ID Mixer)
+ Java for Smart contracts

March 2018

V1.2

V1.1 Technical Preview features
* Finalize Side DB - Private
Data
* Finalize Java chaincode
* Finalize Fabric ACL
mechanism

Usability Features
* e.g. Service discovery

Technical Debt/Hygiene
* e.g. testing frameworks
» Parallel testing
* More modular code

Pluggable endorsement and
validation

State-based Endorsement
Privacy-preserving state-based
endorsement

June 2018 (quarterly)

* Dates determined by the Hyperledger community, subject to change



Hyperledger Composer

[MpocToTa MoaenpoBaHUS.

— OnucaHne Mogenu Ha cneumnanbHO
pa3paboTaHHOM si3blIKe.

— OnucaHue NOrnMkun TpaHsakumm
Ha JavaScript.

BbicTpoe npoToTUnMpoBaHue.

— [pocToe u GbICTpOE co3paHMne NPUIOKEeHUN,
paboTtarowmx n3s 6paysepa.

NHTerpaumsa aaHHbIX.

= MWcnonb3oBaHue LoopBack ana coeanHeHus
GroK4YenH-ceT! C CyLLeCTBYHOLWUMU CUCTEMaMM.

Hannuune oHnanH-neco4YHuubl.

T Evenning locks good

= [onpo6oBaTtb Hyperledger Composer MOXHO
OHNnauH 6e3 yCTaHOBKW AOMNONMHUTENIbHOIo
nporpaMMHOro o6ecne4yeHus.

= https://composer-playground.mybluemix.net/
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Ctpyktypa Hyperladger Composer

Use Composer to create a Business

ASBETS sl ) AEcess Sl Network Definition, comprised of Model
Participants Functions Control Definitions (.cto), Seript (.js), ACL (.acl) and Query
Transactions rules

(.qry) files.

& X N

Package up your Business Netwaork
bna Definition and export it as an archive
(.bna file) ready to deploy it somewhere.

Business Network Archive

Web Browser / Node.js Use ID Cards (which include connection

Online : profiles and credentials) to deploy your
Business Network Definition to a
distributed ledger.

Hyperledger Fabric

Cloud [/ Local




Hyperlager Composer Playground

THTH



JTabopatopHaga pabota B Composer Playground: aykumoH

NMecoyHMmua:
http://composer-playground.mybluemix.net

JlTabopaTopHaa paboTa:

https://ibm.ent.box.com/v/ILabComposerV1
[o——10,

carauction-
network



http://composer-playground.mybluemix.net/

C 4yero HayaTb?

developerWorks. WNayuaiite PaspafatbiBaiiTe Mogxniouaiitecs

Nayyaite > O6nayHble BbIMMCIEHNSA

PykoBoacTBo no Havany paboTbl C
IBM Blockchain ans paspaboTunkos

CospaiiTe cBOIO NepByto ceTb GoKYEHA N NPUCTYNUTE K pa3paboTKe NPUNoXKeHWi

Konuenuun

€ CospaHve cetn 6nokuyeliHa

B nokansHON cucTeme:

= BapwanTt 1(EN): c nomowpto koga Hyperledger Fabric 8 GitHub

* BapwanT 2 (EN): c nomowsto cepTudmumpoBaHHsix IBM obpazoe Hyperledger Fabric 8 DockerHub
(c BO3MOXHOCTBIO NpHOBpeTeHua ycnyr nogaepxku IBM)

B o6nake IBM:

* BapwaHnT 3 (EN): ¢ nomouwsto koHTernHepHbix cny»6 IBM Cloud Container Service

* BapwanT 4 (EN): c nomowsto IBM Blockchain Platform



https://www.ibm.com/developerworks/ru/library/cl-ibm-blockchain-101-quick-start-guide-for-developers-bluemix-trs/index.html
https://www.ibm.com/developerworks/ru/library/cl-ibm-blockchain-101-quick-start-guide-for-developers-bluemix-trs/index.html

OHnaunH pecypchol

v OGyueHue
— OcHoBbI TexHornorum brniokyenH

a https://developer.ibm.com/courses/all/blockchain-essentials/

— PykoBoacTtBo no Havany pabotel ¢ IBM Blockchain gns paspaboTtymkos

& https://www.ibm.com/developerworks/ru/library/cl-ibm-blockchain-101-guick-start-qguide-for-developers-bluemix-
trs/index.html

— |IBM Blockchain ans paspaboTtynkos

a https://www.coursera.org/learn/ibm-blockchain-essentials-for-developers

v IBM Blockchain Platform — «starter plan» 6ecnnatHo Ha 30 gHen
— https://console.bluemix.net/catalog/services/blockchain

v Cpepa ansa obicTpou paspabotkm B Hyperledger Composer ¢ wabnoHamm 1 npumepamMmu

= https://composer-playground.mybluemix.net/
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https://developer.ibm.com/courses/all/blockchain-essentials/
https://www.ibm.com/developerworks/ru/library/cl-ibm-blockchain-101-quick-start-guide-for-developers-bluemix-trs/index.html
https://www.coursera.org/learn/ibm-blockchain-essentials-for-developers
https://console.bluemix.net/catalog/services/blockchain
https://composer-playground.mybluemix.net/

[puropmn Manbues

g.Maltsev@ru.ibm.com



